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Abstract

In open multi-agent systems trust models are an important tool for agents to achieve effective interactions. However, in these kinds of

open systems, the agents do not necessarily use the same, or even similar, trust models, leading to semantic differences between trust

evaluations in the different agents. Hence, to successfully use communicated trust evaluations, the agents need to align their trust

models. We explicate that currently proposed solutions, such as common ontologies or ontology alignment methods, lead to additional

problems and propose a novel approach. We show how the trust alignment can be formed by considering the interactions that agents

share and describe a mathematical framework to formulate precisely how the interactions support trust evaluations for both agents. We

show how this framework can be used in the alignment process and explain how an alignment should be learned. Finally, we

demonstrate this alignment process in practice, using a first-order regression algorithm, to learn an alignment and test it in an example

scenario.

& 2012 Elsevier Ltd. All rights reserved.
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1. Introduction

In modern distributed, open computing systems, it is
often not possible to control all aspects of the system:
self-interested agents are free to enter and use the platform
to their own advantage. Examples of such systems include
peer-to-peer networks and online marketplaces. We con-
sider such systems examples of open multi-agent systems
(MAS) in which autonomous agents need to interact to
achieve their goal. In these systems the agents’ goals might
conflict and, worse still, there may be fraudulent agents
attempting to cheat. Analogically to human society, trust
and reputation have been studied as mechanisms for
choosing interaction partners in computational societies
(Castelfranchi and Falcone, 2010). Trust and reputation
mechanisms have a major drawback, however: they rely
heavily on communication between the agents to deter-
mine who is trustworthy and who is not (Conte and
e front matter & 2012 Elsevier Ltd. All rights reserved.
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Paolucci, 2002). This communication is far from straight-
forward, because trust is a subjective concept. Different
agents can use completely different evidence to ground
their similar trust evaluation, thus using the same syntax,
but meaning something different. For instance, if one
agent relies heavily on reputation to calculate a trust
evaluation, this evaluation can be syntactically equivalent
to an evaluation from another agent who only relies on
direct experiences. Despite the syntactical equivalence,
these two evaluations do not mean the same thing. This
is not much of a problem as long as the values coincide,
but if they do not, the question arises of how reliable that
other agent’s communicated evaluation is. Or, in other
words, what the other agent’s communicated trust evalua-
tion means in the own frame of reference. However, little
work has been done so far in reconciling the subjectivity of
different agents’ trust evaluations. Most work assumes that
if agents speak the truth, then their trust evaluations can
be used directly: they assume the trust evaluations are
aligned.
A straightforward approach might be to propose to

communicate the trust model itself. However, this approach
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has a number of practical problems. The first is that it
requires agents to be introspective regarding their trust
model: they must not only be able to use it, but know how
it works, in order to tell other agents how it works. In
practice very few trust models are designed with this property
in mind and most are simply treated as black boxes:
information from a variety of sources is given as input and
the calculated trust evaluations are returned as output. Even
BDIþRepage (Pinyol et al., in press), which proposes the
integration of a trust model into a cognitive agent, treats the
computational process of the trust model as a black box.
Even if agents can explain how their trust model works and
they share a language in which to express this explanation,
there is a problem with the interpretation: how can the
receiving agent compare its own trust model to the received
trust model. Automatically finding similarities and dissim-
ilarities between two complex programs is itself a complex
problem.

Given these drawbacks, a different approach is needed.
In this paper we propose a novel approach, firmly
grounded in theory, to tackle the problem of trust align-

ment, thereby allowing agents to communicate their trust
evaluations in spite of subjective differences.

Trust alignment is based on the realization that any trust
evaluation is supported by some evidence in the environment
and we will introduce this informally by considering a short
example: imagine three agents in an online auction environ-
ment: a buyer, a seller and an advisor agent. The buyer agent
buys a bicycle from the seller and is pleased with the price it
has to pay and the quick delivery time of the seller. Based on
this interaction, the buyer evaluates the seller agent positively.
However, the advisor agent has extensive knowledge of
bicycles and knows that the bicycle is of a bad brand. Its
evaluation is that the buyer paid too much for the expected
quality of the bicycle and to the advisor it seems like the buyer
was defrauded. Based on this same interaction, the advisor
evaluates the seller agent negatively. Given this description, it
is clear that the buyer and advisor agents have different criteria
for interpreting the evidence provided by the interaction. There
is no a priori method to determine which agent has the right

criteria and, in fact, it is generally the case that there is no such
thing as right or wrong criteria. While the presentation of this
example seems to indicate that the advisor’s evaluation is
somehow better than the buyer’s, if we add that the buyer
agent’s user is extremely happy with the bicycle, despite its
flaws, the advisor comes off seeming overly mistrusting. The
main point of this example was not to decide which of the
agents has a better trust model, but rather to show that if the
buyer had asked the advisor for its recommendation regarding
the salesman, the buyer would not have bought the bicycle,
based on different subjective criteria than the buyer itself uses
to evaluate bicycle salesmen. Neither agent in this example is
wrong, but their trust is not aligned. To exacerbate this
problem, trust evaluations are usually not supported by one
single interaction, but by aggregated evidence from different
sources. There are many different computational trust models
(Sabater and Sierra, 2005) in use which allow for the
aggregation of evidence from many different sources such as
reputation, direct interactions or communicated recommenda-
tions. This leads to even more ways in which agents’ trust
evaluations can differ from each other, despite the underlying
evidence supporting these evaluations being exactly the same.
Trust alignment provides a solution to this problem by using
the underlying evidence that the agents share to translate the
other agent’s subjective trust evaluation, so that it may be used
accurately. For instance, in the above example, if the buyer
knows that the advisor is quite demanding with regards to the
brand of bicycle and this is the only reason for giving the
salesman a bad evaluation, he can translate this into a good
evaluation in his own frame of reference, because he has no
requirements of the brand of the bicycle being sold.
This article is divided into two main parts:
�
 The first contribution is that we specify a theoretical
framework which captures the scope of the problem and
gives us a definition of trust alignment. Trust alignment is
the process of finding a translation of the other agent’s
trust evaluations, based on shared evidence. Its result is a
method to translate other trust evaluations from the same
agent, based on non-shared evidence. This is formalized in
Sections 3 and 4. The formalization abstracts away from
the computational details of individual trust models and
gives the foundations for finding a trust alignment
between any two computational trust models.

�
 The second part discusses an implementation of a trust

alignment method grounded in the theoretical frame-
work. The main contribution is the empirical evaluation
of this implementation, showing that a first-order
regression algorithm can be used to learn a trust
alignment, even when the system is noisy. This imple-
mentation focuses on aligning at the level of individual
interactions: the theory of learning based on a set of
interactions is the same, however the practical problem
is significantly harder as the aggregation method used
can be complex. We discuss this further in Section 5.6.

For our framework of trust alignment to work we assume
the agents and domain meet some basic properties. The first is
that for any type of alignment, agents need a set of shared
information from which they can start to find the alignment
(this is formalized in Section 3). In our framework we assume
this set of shared information to be interactions that both
agents can observe. The environment must provide the
opportunity for such shared interactions to occur. Secondly
agents must be able to identify these interactions to each other
and describe some objective properties of these interactions in
a shared language. Similarly we assume there is some knowl-
edge about the environment that all agents share. For instance,
in the example of agents buying a bicycle above, the agents
might not share knowledge about the quality of certain
bicycles, but they share the knowledge of what a bicycle is.
Additionally, we assume agents’ trust models are unchanging.
With this we mean that the trust evaluation that the model
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calculates does not change, unless the evidence it uses as input
changes. Finally, we assume agents are truthful about the
interactions they have observed and their objective properties.
Note that agents may lie about their trust evaluations based
on these interactions, but the description of the objective
information must be truthful. If the agents and domain meet
these criteria then agents can align using our framework. In
Section 5.6.1 we discuss some realistic application domains in
which this is true.

Before presenting our approach, we will discuss some of
the related work.
1Context-dependency of trust can be dealt with as in Rehák and

Pěchouček (2007), but this does not deal with the communication thereof.

The problem of communication with context-dependent trust is twofold:

the first is that by unsupervised clustering into contexts, agents having

different experiences will cluster these differently. This results in the

agents having different reference contexts, and creates a problem when

communicating, because two agents may cluster a single experience into

different contexts. Insofar as we know nobody deals with this problem:

context-dependent models that use witness information, refer to a shared

role taxonomy. The second problem is that even if agents agree on the

role, they may use different criteria to evaluate trust. It might be argued

that if this is the case, the clusters are too large and conceptually

encompass multiple roles, but we argue that, due to the subjective nature

of trust, attempting to fit evaluations into a fixed role taxonomy is
2. Related work

While the problem of communicating trust has not been
studied extensively, there have been some significant
advances. Staab and Engel (2008) give a theoretical
treatment of the problem of integrating witness informa-
tion into the trust computation. They consider this as a
layered problem: an agent has objective observations of the
environment, which it evaluates as subjective experiences.
These are aggregated into trust evaluations. At each
subsequent level it becomes harder to exchange informa-
tion. They state that by communicating at the lowest level
(that of objective descriptions of the environment), the
problem is solved, because the receiving agent can simply
use this objective information to simulate it as if it were its
own experience and then use these to compute the trust
evaluation, obviating the need for communicating at the
higher levels. This approach is used by S-ensoy and Yolum
(2007), but has some important drawbacks. The first is that
it restricts agents’ autonomy: agents must ‘‘store’’ all
information that might possibly be related to any other
agent’s trust evaluation. For instance if, in an eCommerce
environment, an agent finds the price of an item irrelevant
it can function perfectly well if it does not remember the
price of items it has bought. However, if we expect other
agents to be able to recreate their own evaluations from
such low level information, this information, such as the
price of an item, must be stored: the agent must be able to
communicate it to other agents. This is not just the case for
price, but for any possible aspect of the interaction: some
agent somewhere might require that information. Our
approach does not require this: agents can choose what
properties of an interaction they want to remember and,
additionally, communicate about. This ties into the second
disadvantage of communicating at such a low level, which
is that agents are limited to the use of a shared ontology:
S-ensoy and Yolum (2007) make the implicit assumption
that all relevant aspects of an interaction for all possible
agents are communicable in a shared ontology. It is not
clear that this is always the case: real interactions may
include details that are not included in the ontology. On
top of this, there may be privacy issues: agents may be
willing to tell each other that an interaction was successful,
or not, without wanting to discuss the exact details of that
interaction. Especially if this contains sensitive information
(such as financial transactions).
Our approach does not make the above assumptions.

While we do require a shared language in which to
communicate about the interactions, agents may choose
themselves what properties of an interaction to commu-
nicate. This means their internal representation of such an
interaction can be much richer than the common one. This
works, because, as we discuss in Section 3, we learn an
alignment, which is based on a set of shared interactions:
an agent can learn relationships using a far more limited
amount of communication at the lowest level by addition-
ally taking the information at the second level, that of the
subjective evaluations of interactions, into account.
Other methods for dealing with communication of trust

focus in three main areas. The first approach is to equate
this problem with the detection of liars. Fraudulent agents
have long been recognized as a problem for computational
trust models and a number of methods have been proposed
to detect them (Teacy et al., 2006; S-ensoy et al., 2009).
While such approaches give interesting results, by qualify-
ing an agent as a liar if his trust evaluations are not equal
to yours you disregard a potentially useful source of
information. Other methods for filtering out other agents
whose opinions do not coincide with the agent’s own point
of view, such as collaborative filtering methods (Su and
Khoshgoftaar, 2009), suffer from the same problem.
Sometimes the information about these liars is also
propagated through the system, possibly resulting in
negative reputation, based not on a deliberate lie, but on
a simple miscommunication. These systems could allow for
improvement by using some type of alignment, as in fact is
shown by Regan et al. (2006).
The second approach is to consider the problem of

communicating trust evaluation as a problem of ontology
alignment. As such it seems logical to define a compre-
hensive ontology for trust (Pinyol and Sabater-Mir, 2007;
Casare and Sichman, 2005). However, in practice these
ontologies do not have the support of many of the
different trust methodologies in development. An ontology
alignment service is presented in Nardin et al. (2009), but it
requires a translation of all specific trust model ontologies
into a general ontology. Additionally, even if alignment is
possible, trust is still subjective and context-dependent,1
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so these approaches will only work partially in very specific
areas.

The third approach is the one we will take in this paper:
treating communicating about trust as a separate problem
and attempt to solve it. Insofar as we know there are two
systems that follow this approach. The first is the model
described by Abdul-Rahman and Hailes (2000), which
approaches the problem by relating trust recommendations
to their own direct experiences. The interpretation of
gossip is based on previous interactions with the same
sender. It calculates a bias by averaging the difference
between the agent’s own evaluation and the incoming
communicated evaluation. This is then subtracted from
future communicated evaluations from the same agent.
However, this method disregards the situational aspect of
trust: in different contexts the agents can evaluate trustees
differently. By simply averaging, this distinction is not
taken into account. BLADE (Regan et al., 2006) attempts
to rectify this. It couples past ratings with the interaction
that rating is based on, and uses a Bayesian learning
approach to find out what attributes correlate with what
rating. For an unknown agent the system can then, when
given a rating, give a probability distribution over the
attributes of the interactions. The evaluation of the system
uses interactions with only one single intrinsic property,
raising questions about how the learner scales up to more
complex environments. The learner also does not allow for
the use of background knowledge and thus any contextual
information needs to be encoded in the interactions.
Furthermore, these are propositional attributes, which
may not be expressive enough to describe the interactions.
(footnote continued)

counterproductive. Instead we need to find ways for translating trust from

one agents subjective frame of reference into another. One way of doing

this is proposed in this article.
Despite these shortcomings, the approach seems very
promising.
Another method for approaching communication about

trust directly is by attempting to argue about trust
evaluations. Work in this direction has been described by
Pinyol and Sabater-Mir (2010) and Matt et al. (2010). Such
an approach and the alignment described in this
paper seem like they could complement each other very
well. Firstly the translation could be used within the
argumentation framework for the evaluations the agents
disagree on. Secondly, the agent could be equipped with
both and use whichever one is best suited to the situation.
If there are many shared interactions, alignment may be
the better choice and otherwise argumentation.
3. Theoretical framework

The previous section described the problem of trust
alignment in general terms, but to think clearly about
solutions we need a formal description of the problem.
Firstly we are considering agents with heterogeneous trust
models, which we wish to consider without going into the
specifics of these models to keep the framework as general
as possible. Furthermore, to align, the agents need to
communicate and for this we need to define a language.
Finally, the agents need to have some method of forming
an alignment based on the statements in this language. The
entire process is summarized in Fig. 1. Agent Alice is the
agent performing alignment with Bob, who sends the
required messages. In the figure, ellipses represent objects,
or sets of objects in the alignment process, and rectangles
represent action or computation by the agent. The align-
ment process starts with item (1), the reception of a set of
alignment messages. In step (2) of Fig. 1 the receiving
agent forms a set of Specific Rules for Alignment (SRAs),
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or item (3). These SRAs represent the relation between the
sender’s and the receiver’s own trust evaluations in specific
cases. To have predictive value these SRAs need to be
generalized, which is done through induction in step (4) of
Fig. 1. This results in the General Rules for Alignment, or
item (5). These GRAs form the alignment between two
agents’ trust evaluations and can be seen as the output of
the trust alignment mechanism.

We also describe how to apply the alignment. When the
same agent, Bob, sends a new trust evaluation based on
interactions that are not shared, item (6), Alice can use the
alignment to find a translation of this communicated
evaluation. This is represented in step (7) of Fig. 1, and
results in a trust evaluation that is translated into the agent’s
own frame of reference, which is represented as item (8) of
the figure. Finally, this translated evaluation can serve as
input in the trust model and be used, possibly together with
other information about the target, to make a decision
regarding the trustworthiness of the target, in step (9).

Section 3.1 describes what we understand as shared
interactions and in Section 3.2 we detail our abstraction of
a trust model. Sections 3.3 and 3.4 describe the formation of
alignment messages and how these relate to the agent’s own
trust evaluations. In Section 4 we discuss how we can learn
an alignment based on the communication. The commu-
nication language for discussing interactions is detailed in
Section 4.1 and we describe the SRAs in Section 4.2. In
Section 4.3 we describe how a set of GRAs are learned from
these SRAs and, at the end of that section, we demonstrate
how the alignment can be applied to translate a trust
evaluation. To aid in each part of this explanation, we
illustrate the main definitions with an example.

Scenario: Alice is writing a book and wants a guest
author to write an introduction for it. She is unsure which
author would be good at this and asks Bob for his advice.
Bob has read some of Zack’s articles and was impressed by
their clarity and technical quality, so he recommends Zack.

In the above situation it seems like Alice should accept this
information, however it is not that straightforward. Alice only
evaluates the first author of any article, thinking that the other
authors are not truly involved with writing the article. Bob
considers a paper as the collective work of all the authors and
evaluates all the authors equally. On the other hand, he
considers all articles older than two years to be outdated,
while Alice takes these into account. If Bob’s evaluation was
based on articles in which Zack was a second author maybe
Alice should not accept his opinion. Rather than search for an
author herself, Alice instructs her personal computational
agent to do this. Alice’s agent asks Bob’s agent which author
it should entrust with this task. Because these agents have not
exchanged trust information before, they need to align first.

3.1. Interaction-based model of trust alignment

As described in the introduction, an agent’s trust evalua-
tions are based upon some evidence in the environment. This
evidence can be divided into background knowledge that the
agent has about its surroundings, such as general knowledge
about the domain, and the agent’s observations of interac-
tions between the agents in the system. While agents may
have different background knowledge and this could influ-
ence their trust evaluations, we do not consider this as
problematic: if the background knowledge is not shared, it
can be communicated prior to the trust alignment process.
However, the observations of interactions are intrinsically
subjective: even if the agents use a shared language to
describe interactions, their different viewpoints could lead
to different knowledge about the interaction. As these
observations are then used to evaluate an agent involved,
the subjectivity of trust is exacerbated. We do not want to
restrict what concepts can be considered interactions, this is
dependent on the actual domain. We will also not distinguish
between participants in an interaction and the observers of
the interaction: these are all considered to be observers,
although they all observe different information. We therefore
abstract away entirely from an interaction and simply use a
unique identifier to denote it. We assume the environment is
populated by a set Agents of agents and the set I is the set of
all interactions between these agents in the environment.

Definition 3.1 (Observing interactions). The observations
of an agent A 2 Agents are given by the partial function
observeA : I-PðOAÞ, which associates an interaction with
a set of observations. We use PðX Þ as notation for the
power set of X.
Because trust evaluations are generally supported by

observations of multiple interactions, we define another
function, ObserveA, in the following manner. Let I DI be a
set of interactions, then ObserveAðIÞ ¼

S
i2I observeAðiÞ. The

subset OA is the entire set of observations of agent A and is
in the form of the agent’s internal representation. We
denote the subset of interactions an agent A observes with
I9ADI. The 9 denotes that this is the set of interactions
limited to those observed by agent A. The partial functions
observeA and ObserveA are total on the set I9A.

Example 1. In our example scenario we can consider an
article as the representation of an interaction. Strictly
speaking, an article is only an outcome of a more complex
interaction of several researchers collaborating on a
research topic, but in this example it is the only aspect of
the interaction that can be observed. There are different
observers: the authors perceive the interaction in a very
different manner from the readers. For our example we
focus on the readers. The act of reading an article can be
considered as the act of observing the interaction. The
reader observes all sorts of properties of an interaction:
whether it is well written, whether it is relevant for his, or
her, own line of work, how original the work is, etc. If we
assume this type of knowledge is available to a computer-
ized agent, this agent can also be said to have observed the
interaction: it has access to the observations.

An agent A’s observations support some trust evaluation.
This is the essence of the trust model. As we argued in Section
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1 there are many different computational trust models, but all
compute trust evaluations, based on observations of interac-
tions. We say these observations support the trust evaluation
and assume these trust evaluations are statements in a
language LTrust. The agents share the syntax of this language,
but the way each agent computes its trust evaluations from the
different observations can vary and is defined by the agent’s
trust model. This restriction on LTrust is not strictly necessary,
but it makes the framework more comprehensible. This does
not influence the trust alignment as eventually the two trust
evaluations will be considered separately in any case. However,
for the sake of system design and understanding the frame-
work it is useful to assume a shared syntax in LTrust.

Example 2. In our scenario LTrust has only one predicate:
trustðtarget; valueÞ, with value 2 ½�5; 5� \ Z and target an
agent in the system.

We require sentences in LTrust to be ground atoms of a
first-order logic (FOL). This is necessary in Section 3.3,
where we define the constraints on the alignment using
LTrust. We also need sentences in LTrust to be ground atoms
to learn a predictive model, as we will see in Section 4.
Furthermore, because trust is always about some target
agent (all trust predicates have an object), we only consider
those predicates which give an evaluation of exactly one
such target T 2 Agents:

LTrust½T � � fj 2 LTrust 9 all predicates in j have target Tg

Thus the communicated trust evaluations must always be
about a specific target agent. This split of targets allows us
an easy way to partition LTrust:
�

S

T2Agents LTrust½T � ¼LTrust.

�
 8T ;T 0 2 Agents : TaT 0-LTrust½T � \ LTrust½T

0� ¼ |.
We can now give a very abstract model of trust, which we
can use as a basis for communication. We ground this
framework in a mathematical model of information flow,
called Channel Theory (Barwise and Seligman, 1997). This
theory gives a way to model the flow of information within a
distributed system, and has proven to be useful for modeling
a variety of different ontology alignment and semantic
integration scenarios (Kalfoglou and Schorlemmer, 2003;
Schorlemmer et al., 2007; Schorlemmer and Kalfoglou,
2008; Atencia and Schorlemmer, forthcoming). Its benefit is
that it helps us formulate a representation-independent
definition and theory of what trust alignment is, and against
which we can define and check concrete realizations of
alignments (see, e.g., Theorem 1).

Channel Theory, rather than being a quantitative theory
of information flow as with Shannon’s (1948) classical
theory of communication is a qualitative theory, better
suited for semantic or trust alignment scenarios. In the
following we will introduce the main concepts of Channel
Theory as we proceed in formalizing our trust alignment
framework. However, we refer to Barwise and Seligman
(1997) for a comprehensive understanding of Channel
Theory, which is outside the scope of this article.

3.2. Trust models in Channel Theory

In Channel Theory systems that hold information are
modeled as classifications, while the exchange of informa-
tion between systems is modeled through the use of a
channel. In our situation we consider trust models as
systems that hold information. This information is con-
sidered in a very abstract manner: in Channel Theory it is
the act of classifying an object, or token, as being of a
specific type that causes the system to carry information.
Such a classification is defined as follows:

Definition 3.2 (Classification, Barwise and Seligman, 1997,

p. 69). A classification A¼/tokðAÞ; typðAÞ;FAS consists
of:
�
 A set, tokðAÞ, of objects to be classified, called tokens.

�
 A set, typðAÞ, of objects used to classify the tokens,

called types.

�
 A binary relation FAD tokðAÞ � typðAÞ, giving the

classification relation.

If aFAa, then a is said to be of type a, or that it supports a.

We define a trust model as a classification to make
explicit our intuition that trust in a target agent is
supported by some set of observations of interactions in
the environment. The abstract representation provided by
Channel Theory allows the definition to be independent of
the inner workings of the trust model and thus abstracting
away from which actual model the agent uses.

Definition 3.3 (Targeted trust model). A trust model
MI

A½T � of agent A with regards to target T, given
interactions I is the classification with:
�
 tokðMI
AÞ ¼PðOAÞ.
�
 typðMI
AÞ ¼LTrust½T �.
�
 FADPðOAÞ � LTrust½T �, such that if ODOA (in other
words, O 2 PðOAÞ) and j 2 LTrust½T �, then O FA j
represents that for agent A, the trust evaluation j is
supported by O.

Example 3. In the example we could see this as follows.
Let us assume there are two articles which support Alice’s
trust in an author Dave: article1 and article2. Alice has
programmed a trust model into her agent based on her
own opinions and thus her agent can compute how to
evaluate Dave based on these two articles. Formally:

ObserveAliceðfarticle1; article2gÞFAlice trustðDave; 4Þ

where trustðDave; 4Þ is a targeted predicate in LTrust. Bob
has observed the same articles, but observes different
properties and evaluates these differently. His trust
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evaluation is formally:

ObserveBobðfarticle1; article2gÞFBob trustðDave; 3Þ

In addition to having a target, trust is often considered
to be multifaceted (Castelfranchi and Falcone, 2010;
Sabater and Sierra, 2002): a target is evaluated with
regards to a specific role or action that he is expected to
perform. For instance, an agent may trust another to write
an introduction to his book, but not to fix his car. We do
not consider this aspect of trust in detail, but a possible
method for dealing with the multifaceted aspect of trust is
to consider the target in our framework as not simply a
target agent, but rather an agent performing a specific role.
For actually calculating the trust, this multifaceted aspect
of trust may be more important, but this is not directly a
concern when communicating the evaluations.

A targeted trust model computes trust evaluations for
one specific target, but there are multiple agents in the
system. We say an agent’s entire trust model is an indexed
family of such targeted modelsMI

A ¼ fMI
A½T �gT2Agents.

There is a further remark to make: while Channel
Theory does not put any restrictions on the binary relation
FA, we are discussing a specific type of classification; it is a
trust model of an agent and its output should therefore
make sense for that agent. We assume trust models are
deterministic and always give the most accurate trust
evaluation that agent is able to compute. Thus any
observation O is of at most one type and we can consider
the trust model as a partial function between sets of
observations and single trust evaluations. This will simplify
the theory we take into consideration in the next section.
3.3. The trust channel

Now that we have described trust models algebraically,
we can focus on the formal model of how to assess each
other’s communications about trust. To do so, the agents
should form an alignment and to do this, the agents A and
B establish some set of shared interactions I9AB ¼

I9A \ I9B, the set of interactions they have both observed.
In this theoretical section we assume that I9AB can be
established as the intersection of the sets of interactions
that each individual agent observed, however in practice
establishing this set may not be so straightforward.
Luckily, any subset of I9AB may serve this same purpose:
a set of shared interactions that both agents have observed,
but we will see that the larger this set, the more accurate
the alignment. Each agent’s observations of the shared
interactions are a subset of all its observations: OA9BDOA

are A’s observations of the interactions shared with B (and
similarly OB9A for agent B’s observations). These are
observations based on interactions they know they have
shared.

In the introduction we stated that trust alignment
provides a way to align different agents’ subjective trust
evaluations based on shared evidence. In formal terms this
shared evidence is the set of shared interactions I9AB and
by considering only the observations of these interactions
we restrict what trust evaluations can be supported. In
each agent’s model there may be trust evaluations that are
supported by interactions which are not in this shared set
of interactions. From now on we will no longer refer to an
agent’s entire trust model, but we will only discuss the trust

models MI9AB

i that is limited to the shared set of interac-

tions for agents i 2 fA;Bg. We will generally omit the
superscript and just writeMi.

Example 4. Because both Alice and Bob have observed the
interactions article1 and article2, these are in the set of
shared interactions of Alice and Bob: farticle1; article2gD
I 9Alice;Bob. One thing we should note is that it is not obvious
in our scenario why interactions are shared between
observers at all. It means that everybody who has read
an article knows who else has read an article. This is,
however, easily sidestepped by having a prior communica-
tion, exchanging information about which articles the
agents’ owners have read, thus forming the set of shared
interactions.

In addition to classifications representing each of the
agents’ trust models we follow Channel Theory and
represent the system itself with a classification. This allows
us to define how the information flows between the
different entities. The classification representing the dis-
tributed system itself is the core of a so called information
channel in Channel Theory. In contrast to the classifica-
tions representing each individual trust model, the core of
a channel should be seen as the connection between the
agents’ trust models. While an information channel can be
defined between any number of entities of a network, we
are interested in a binary channel between MA½T � and
MB½T �. We call this a trust channel and define its core as
follows:

Definition 3.4 (Core of the trust channel). Given two
agents A and B, the core of their trust channel with
regards to target T is a classification C½T � given as follows:
�
 The tokens are subsets of shared interactions:

tokðC½T �Þ ¼ PðI9ABÞ
�
 The types are trust evaluations represented in LTrust, but
distinguishing between those from agent A and agent B

by taking the disjoint set union:

typðC½T �Þ ¼ typðMA½T �Þ ] typðMB½T �Þ

¼ ðfAg � LTrust½T �Þ [ ðfBg � LTrust½T �Þ
�
 The classification relation FC½T � such that a subset of
interactions I support a trust evaluation of agent A if
this trust evaluation is supported in A’s trust model by



Fig. 2. A trust channel.
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A’s observations of I or analogically for B.

IF/i;jS iff

J either i=A and ObserveAðIÞFA j
J or i=B and ObserveBðIÞFB j.
We are now ready to define how the information flows
between the different entities of the distributed system. For
this we need a way to model the relationship between the
system as a whole (or the core of the channel) and the
individual entities (trust models). This relationship is given
by an infomorphism: a contravariant pair of functions that
define how information may move between two different
systems, or, in other words, how two classifications are
connected.

Definition 3.5 (Infomorphism, Barwise and Seligman, 1997,

p. 72). An infomorphism f : A$B from classification A to
classification B is a contravariant pair of functions
f ¼/f̂ ; f̌S, with f̂ : typðAÞ-typðBÞ and f̌ : tokðBÞ-
tokðAÞ and satisfying the fundamental property of info-
morphisms, namely that classification is preserved under
mapping of types and tokens:

f̌ ðbÞFAa 3 bFB f̂ ðaÞ

for each token b 2 tokðBÞ and type a 2 typðAÞ.

In the trust channel, these infomorphisms are defined as
contravariant functions between Mi½T � and C½T � for
i 2 fA;Bg: f̌ iðIÞ ¼ObserveiðIÞ and f̂ iðjÞ ¼/i;jS. It is easy
to check that these functions satisfy the fundamental
property of infomorphisms. With the trust models, the
core and the infomorphisms defined, we have the compo-
nents needed to describe the flow of information within the
system. This flow is defined by an information channel.
The connections in such an information channel capture
Barwise and Seligman’s basic insight that the flow of
information, expressed at the level of types, occurs because
of particular connections at the level of tokens.

Definition 3.6 (An information channel, Barwise and

Seligman, 1997, p. 76). A channel C is an indexed family
f i : Ai$C of the infomorphisms with a common codo-
main C, called the core of C. The tokens of C are called
connections; a connection c is said to connect the tokens
fi(c) for each index i. A channel with index set f0; . . . ; n�1g
is called an n-ary channel.

This definition can be applied to trust alignment: the
agent’s trust evaluations, despite being subjective, are
connected through the interactions which support them.
We are thus interested in the binary channel, describing the
flow of information betweenMA½T � andMB½T �:

Definition 3.7 (Trust channel). We define an information
channel C½T � between trust models with target T as follows.
Let A and B be agents and I a set of interactions, then:
�
 The two agents’ trust modelsMA½T � andMB½T �.

�
 The core of the trust channel C½T � as in Definition 3.4.

�
 The trust infomorphisms f A :MA#C½T � and f B :
MB#C½T � as defined above.

We call this information channel the trust channel
between agents A and B with regards to T and give a
graphical representation of this channel in Fig. 2. In the
center is the core of the channel: the classification with as
tokens the sets of interactions and the disjunct union of
both agents’ possible trust evaluations as its types. To
either side the individual agents’ trust models and the
infomorphisms connecting the whole. The channel C½T �
describes the information flow between agents A and B by
relating the interactions to the trust evaluations they
support for both agents for some target T. The relationship
between A’s and B’s trust evaluations at the type-level is
supported by the set of shared interactions that connect the
observations that support A’s, respectively B’s trust eva-
luations. However, this relation is implicit in the trust
channel. To make the regularities in the distributed system
explicit we need to consider the theory generated by the
core classification.

Definition 3.8 (Theory, Barwise and Seligman, 1997,

pp. 117 and 119). Given a set S, a sequent is a pair
/G;DS of subsets of S. A binary relation ‘ between
subsets of S is called a consequence relation on S. A theory

is a pair T ¼/S;‘ S. A sequent /G;DS such that G ‘ D
is called a constraint on the theory T. T is regular2 if, for
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all a 2 S and G;D;G0;D0;P0;P1;S0DS, it satisfies the
following conditions:
Identity:
2The proper

dealing with a

Dunn and Ha

classification (D
a ‘ a.

Weakening:
 if G ‘ D then G;G0 ‘ D;D0.

Global cut:
 if G;P0 ‘ D;P1 for each partition /P0;P1S

of any subset S0 of S then G ‘ D.
Definition 3.9 (Theory generated by a classification,

Barwise and Seligman, 1997, p. 119). Let A be a classifica-
tion. A token a 2 tokðAÞ satisfies a sequent /G;DS of
typðAÞ iff ð8g 2 G : a FA gÞ-(d 2 D : a FA d. The theory

generated by A, written ThðA), is the theory /typðAÞ;‘AS
where G ‘A D if all tokens of A satisfy /G;DS.

A theory in Channel Theory is a generalization of the
notion of consequence in logic: if a classification has
models as its tokens and logical sentences as its types,
the consequence relation as in Definition 3.8 is equivalent
to logical consequence. However, the definition captures a
more general notion of consequence, where tokens are not
restricted only to models as understood in mathematical
logic, such as the ones we describe in this article. Such a
broader notion makes explicit the regularities of a system
of classifications if we consider the theory generated by the
core of a channel. In our trust channel this is ThðC½T �Þ and
it is this theory that ultimately captures, in the form of
sequents, the logical relation between trust evaluations of
separate agents. Theoretically, this would be the theory we
are aiming for when aligning trust evaluations, but it may
be very large and in practice the agents do not have the
means to instantly construct the channel and the corre-
sponding theory, but must do so through communicating
each constraint of the theory separately. We are therefore
interested in finding a smaller set of constraints which
serve our overall purpose of alignment, namely those that
relate single trust evaluations of two different agents.
The theory which satisfies our needs is the subtheory
X½T � ¼/typðC½T �Þ;‘X½T �S, with ‘X½T �D‘ThðC½T �Þ such that
/i; gS‘X½T �/j; dS iff iaj and /i; gS‘ThðC½T �Þ/j; dS. We see
that this theory contains precisely those constraints we
require, because its consequence relation has trust evalua-
tions from different agents on the left and right hand side.
Furthermore, each set of interactions supports at most one
trust evaluation for each agent and thus we have single
elements: it fulfills the purpose of alignment.
Example 5. We continue the same scenario and recall
Alice and Bob support their own trust evaluations of Dave
upon observing interactions article1 and article2. Given just
ty of regularity is well-known in algebraic logic when

multiconclusional consequence relation as in our case (see

rdegree, 2001). Notice that any theory generated by a

efinition 3.9) is always regular.
these interactions and the target Dave, we see we have the
channel whose core is
�
 tokðCÞ ¼ ffg; farticle1g; farticle2g; farticle1; article2gg:
�
 typðCÞ*f/Alice; trustðDave; 4ÞS;/Bob; trustðDave; 3ÞSg:
�
 FC ¼ fðfarticle1; article2g;/Alice; trustðDave; 4ÞSÞ;

ðfarticle1; article2g;/Bob; trustðDave; 3ÞSÞg:

This generates a theory and we are interested in the
subtheory X½Dave� of this theory. X½Dave� has the follow-

ing constraints:
�
 /Bob; trustðDave; 3ÞS‘X½Dave�/Alice; trustðDave; 4ÞS.

�
 /Alice; trustðDave; 4ÞS‘X½Dave�/Bob; trustðDave; 3ÞS.
Both of these are satisfied by the token farticle1; article2g.

We have so far considered the channel with regards to a
single target, however alignment should happen with
regards to all targets in the environment. As with the trust
models, the partitioning of LTrust gives us an indexed
family of trust channels fC½T �gT2Agents. We are interested

in the theory X¼
S

T2AgentsX½T �.

3.4. Communicating trust constraints

Because the agents do not have access to the channel,
they need to communicate their trust evaluations to
construct it. We specify this communication as alignment
messages that describe an agent’s trust evaluation and the
set of interactions which supports it. This is the commu-
nication we refer to in Fig. 1, resulting in the set of received
alignment messages in item (1). The actual communication
requires a language with which these sets of interactions
can be specified and the formal definition of alignment
messages is given in Definition 4.2, but we can informally
define an alignment message from agent B to agent A as a
tuple /b; IS with b 2 LTrust½T � and I DI9AB, such that
ObserveB ðIÞFB b. In other words, agent B explains the
intended meaning of a trust evaluation b, by pinpointing
the set of shared interactions I that it observed to support
b. Using I agent A can then use its own trust model to find
its own corresponding trust evaluation a, such that
ObserveAðIÞFA a and I therefore satisfies the constraint
/B;bS‘X½T �/A; aS: this constraint specifies the semantic
relationship of a and b, coordinated through the shared
interactions I. This way of specifying the communication
shows large similarities with the work described by
Schorlemmer et al. (2007), which also builds on Channel
Theory, but with the purpose of defining a framework of
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meaning coordination for ontology alignment. The intui-
tions behind both models are very similar as they draw
from Channel Theory, although the technical details of the
actual channel, the generated theory and the use of the
messages is very different.

Repeated exchange of alignment messages about all
targets allows the agents to approximate the theories
fX½T �gT2Agents from the family of trust channels between
the two agents’ trust models. However, communication is
asymmetric. When agent B sends a message, it allows agent
A to find the constraint /B;bS‘X½T �/A; aS, while agent B

does not have this information. Communication therefore
leads to a partition of X, with XA consisting of the
constraints generated through alignment messages from
agent B and XB vice versa.
Example 6. Dave is not the only author who has written
an article. Edward and Frank are other target agents of
whom Alice and Bob both have trust evaluations, sup-
ported by interactions in I9Alice;Bob. The resulting theory
XAlice is
1.
 /Bob; trustðDave; 3ÞS‘XAlice½Dave�/Alice; trustðDave; 4ÞS.

2.
 /Bob; trustðEdward;�1ÞS‘XAlice½Edward�

/Alice; trustðEdward ;�4ÞS.

3.
 /Bob; trustðFrank; 5ÞS‘XAlice½Frank�/Alice; trustðFrank; 5ÞS.

4.
 /Bob; trustðFrank;�2ÞS‘XAlice½Frank�

/Alice; trustðFrank; 3ÞS.
With each of these constraints satisfied by a different
token, or subset of I9Alice;Bob. For instance, the last two
constraints both concern target Frank, however, because
different subsets of I9Alice;Bob support them, these two
constraints are very different. In constraint (3), both Alice
and Bob’s observations of the interactions lead to a very
positive evaluation of Frank. In constraint (4), Bob’s
evaluation of Frank, based on this different set of inter-
actions is negative, while Alice’s is still positive. We
reiterate that when either agent actually needs to evaluate
Frank for its own use, it will use all information available
to it, but in alignment it can be very useful to generate
multiple constraints based on different subsets of the full
set of interactions, thus giving a greater understanding of
the semantic relationship between the agents’ trust
evaluations.

We will see that the partition XA allows an agent A

to find a predictive model, such that given a trust
evaluation b0 from agent B, based on interactions I 0, that
might not be shared, the agent A can find a corresponding
a0. Because the interactions may not have been observed
by agent A the alignment needs some way of deriving a0

from b0, using XA. There are various ways of doing this,
some of which are described in Koster (2010). In the
remainder of this paper we will focus on a machine
learning approach.
4. Trust alignment through h-subsumption

The agents have observed different properties of the
interactions and the trust models use these different
observations in different manners. To learn a general-
ization which allows an agent to translate the other’s trust
evaluations based on interactions it has not observed, the
agents will have to communicate more than just their trust
evaluations, but also some information about the interac-
tions which support their trust evaluation: in the previous
section we specified alignment messages as a tuple /j; IS,
with j a trust evaluation and I a set of interactions.
However, we did not specify the manner in which these
interactions are communicated. We now clarify that this is
done using a language for discussing the properties of the
agent’s environment, which we call LDomain. The minimal
requirement that LDomain must fulfill is to uniquely identify
interactions and thus communicate between agents the
precise set I that supports a trust evaluation. However,
merely pinpointing this set of interactions leads to two
problems. The first is that an interaction may contain a lot
of information and thus, for an agent to obtain a
predictive model, it may be very hard to discern what
information is relevant to the other agent. Secondly, if the
interactions are not shared, then merely an identifier of an
interaction is meaningless: the receiving agent has not
observed the interaction and the identifier is useless to it.
Thus we need something more from LDomain: it must not
just pinpoint the interactions, but also allow agents to
communicate the properties of the interactions which were
relevant to the computation of the trust evaluation. Using
LDomain, the agents can communicate what properties of
the specified interactions led to the communicated trust
evaluation. That information can be seen as a justification
for the trust evaluation and can be used to find a predictive
model for translating future trust evaluations.
In this section, the examples follow a more Prolog-like

syntax than we have used before: any term that starts with
a capital letter is a variable, while constants either start
with a lower case letter, or are quoted. We do this because
the logical notation used in this section is reminiscent of
Prolog and we thus follow suit with the specification of
variables and constants.

4.1. Syntax and semantics of LDomain

LDomain is a shared language and most MAS environ-
ments have such a language to describe the environment. If
there is no shared language to describe the domain readily
available, we will assume the agents have used other
techniques, such as ontology matching methods (Euzenat
and Shvaiko, 2007), to settle on a joint language to
describe the environment and can communicate about
the interactions using some such LDomain.
We will use LDomain in two different ways: the first is as

mentioned, for agents to communicate about the interac-
tions, however it also serves to describe the background
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knowledge about the environment. For both uses we will
assume LDomain is an FOL language. For the definition of
background knowledge this is sufficient and we will discuss
its use as such later. However, the communication should
provide descriptions of the interactions to be generalized
over. In order to learn such a generalization, we require a
specific format, namely Horn clauses. See further below for
their construction and use, but for now it is sufficient to
know that we require the communication in LDomain to be
restricted in order to achieve this, by taking the existential-
conjunctive (EC) fragment of FOL underlying most asser-
tional languages in Knowledge Representation. We
emphasize that we do not wish to restrict all common
knowledge between agents in this manner. The back-
ground information is also described in LDomain, but we
do not restrict the syntax to this fragment and it may
contain other full first-order sentences.

Example 7. The agents need a language in which to
describe articles, complying with the restrictions above.
This language uses the ontology, defined in Fig. 3 using a
UML-like notation. It is kept deliberately small and
describes only objective properties of the articles. An agent
can describe an article with a unique identifier, which, in
this example we assume to be the title (in reality this
assumption does not hold and we need, for instance, the
DOI to uniquely identify articles). For instance we can
identify and refer to article1 using the atomic sentence
title(‘ArticleOne’) and describe that article’s attributes,
such as its authors with predicates for the relations:
author(‘ArticleOne’, ‘Dave’). This is the EC fragment of
FOL used for descriptions of single interactions. The
background knowledge uses this same ontology, but is
not limited to the EC fragment: it may contain such
formulae as 8X : titleðX Þ-(Y : authorðX ;Y Þ, stating that
all articles have at least one author. Strictly that sentence
says that all items that have a title have at least one author,
however because we use the title as the identifier, we
already know that all articles have titles.

LDomain is a shared language of all agents in the system
and we define the satisfiability of sentences in LDomain
Publication

Topic

title:
+

*

1

+
name: String
core_rating: String

Conference name: String
ACMKeyword

name: String
ACMSubcategory

name: String
eigenfactor: float

Journal
publishedIn

hasTopics

1

*

*

Fig. 3. A UML-like repr
based on Herbrand logic, by using the interactions as
Herbrand models. We deliberately left the definition of the
interactions vague at the start of Section 3, and now
consider the interactions as the Herbrand universe for
LDomain. Let ULDomain

be the set of all ground atoms in
LDomain, also known as its Herbrand base. Each interaction
i should be considered as a set fp1; p2; . . . ; png where each
pi 2 ULDomain

. In this manner we can see each interaction i
as a Herbrand structure and can consider all atoms pi 2 i
as true for the interaction i and all other elements in
ULDomain

as being false. This leads to standard Herbrand
satisfiability for formulae in which we consider interactions
as Herbrand models. However, if a formula c describes
not a single interaction, but rather identifies the properties
of a set of interactions that support a trust evaluation, then
such a semantics is not sufficient. For instance, if
I ¼ fi1; i2g and we use the formula c¼ p14p2 to describe
I, then we want I to model c, but not necessarily i1 or i2 to
model c, because the individual atoms p1 and p2 may refer
to different interactions. We therefore define satisfiability
as follows:

Definition 4.1 (Interaction-based satisfiability of LDomain).
Let I be a set of interactions, j;c be formulae in
LDomain and p an atom of LDomain, then:

I p iff (i 2 I : p 2 i

I :c iff I c

I j4c iffI j and I c

I (x : cðxÞ iffI cðaÞ for some ground term a

This is equivalent to normal Herbrand semantics after
flattening I. Let FH stand for standard Herbrand seman-
tics, then I c3flattenðIÞFHc.

Example 8. An agent can use LDomain to describe the articles
on which its trust is based. For instance, it could describe
the article article1 using the formula title(‘Article One’). We
then consider each interaction, or article, as a Herbrand
model of such predicates. Each article is a set of all the
 String
Article

name: String
Author

authors

name: String
language: String
prestige: int

Institute
1

worksAthasTopics
*+

*

name: String
ACMSubject

keywordOf

inSubcategory

name: String
ACMSubcategory

inCategory

+

*

1

1

*

esentation of LDomain.
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predicates related to it, such as article1¼{title(‘ArticleOne’),
author(‘ArticleOne’, ‘Dave’), publication(‘ArticleOne’, ‘Confer-

ence A’)}. As such we have: farticle1g title ð‘ArticleOne’Þ,
because titleð‘ArticleOne’Þ 2 article1.

4.2. Specific rules for alignment

We defined an alignment message as communicating a
trust evaluation and a set of identifiers of interactions. We
extend this communication language: agents use LDomain

to communicate properties of the interactions. Note that
we do still require the agents to pinpoint the set of
interactions used to support the communicated trust
evaluation specifically, therefore the communicated pro-
perties must be sufficient to do so.

Definition 4.2 (Alignment message). An alignment message
from agent B is a tuple /b;cS with b 2 LTrust½T � for some
target T, c 2 LDomain and there is a set of interactions I �

I9AB such that:
�
 I c4ObserveBðIÞFB b.

�
 8I 0 � I9AB : ðI

0 c4ObserveBðI
0ÞFB b-I ¼ I 0Þ.
An alignment message thus contains a trust evaluation
and a description in LDomain of a unique set of interac-
tions, whose observation supports the communicated trust
evaluation. Agents are free to choose what they commu-
nicate in the LDomain part of the message, as long as it
uniquely identifies the interactions supporting the trust
evaluation.

Because LDomain is an FOL language, any c 2 LDomain

can be Skolemized by replacing the existentially quantified
variables with a new constant. We will call this formula
skolemðcÞ. We now define a Specific Rule for Alignment
(SRA) in a straightforward manner from the alignment
message.

Definition 4.3 (Specific Rule for Alignment (SRA)). Let
/b;cS be an alignment message from agent B to agent A

and let I be the unique set of interactions that support b
and also be a Herbrand model of c. Furthermore, let a 2
LTrust such that ObserveAðIÞFA a and a and b have the
same target. We then define an SRA as the rule
a’b; skolemðcÞ.

The SRA as defined above is nothing more than the
constraint /B;bS‘XA

/A; aS of the theory XA rewritten
and annotated with the description c in LDomain of the
token that supports this constraint in the core of the
channel. Given the restrictions on LTrust and LDomain, we
see that an SRA is a definite Horn clause. We write E for
the set of all SRAs constructed by the agent and we see
that E is a representation of a subset of XA.

In the last section we have discussed the semantics of
LDomain in terms of Herbrand models, however the SRAs in
E are a combination of sentences in LDomain and LTrust. The
semantics of LTrust is given by the agents’ trust models, not
by Herbrand semantics. We therefore need to extend the
relationship between interactions and our languages as
follows:

Definition 4.4 (A model for SRAs). Let E¼ a’b;c 2 E
and I DI, then I E iff: if ObserveBðIÞFBb and I c then
ObserveAðIÞFAa.
In other words: if I is a Herbrand model of E then: either

the observations of I supports A’s trust evaluation a or it is
not a Herbrand model of c, or B’s observations of I do not
support trust evaluation b.

Example 9. We recall from Example 6 that we had the
constraint of a theory X½Dave�: /Bob; trustðDave; 3ÞS
‘XAlice½Dave�/Alice; trustðDave; 4ÞS. Now we know how an
agent obtains the knowledge of such a constraint through
communication. Bob sent a message with evaluation
trustðDave; 3Þ and the justification in LDomain:

authorð‘ArticleOne’;DaveÞ 4 publicationð‘ArticleOne’;
‘ConferenceA’Þ4 authorð‘ArticleTwo’; ‘Dave’Þ4topic

ð‘ArticleTwo’; ‘TopicX ’Þ. As such Alice can construct the
SRA:

E1 ¼ trustð‘Dave’; 4Þ’trustð‘Dave’; 3Þ;

authorð‘ArticleOne’; ‘Dave’Þ;

publicationð‘ArticleOne’; ‘ConferenceA’Þ;

authorð‘ArticleTwo’; ‘Dave’Þ;

topicð‘ArticleTwo’; ‘TopicX ’Þ

Because farticle1; article2g is the token that supports the
trust evaluations and is a Herbrand model for the LDomain

part, we have farticle1; article2g E1

By constructing SRAs from each alignment message an
agent forms a set of SRAs as step (2) of the process in Fig. 1.

4.3. Learning a prediction

Viewing the alignment messages in this way leads to a
natural way of considering predictive models: the repre-
sentation of SRAs as Horn clauses, and the fact that we
have a set of examples from which we need to induce a
more general model, leads naturally to considering this as
a problem of inductive learning. Inductive Logic Program-
ming (ILP) is a Machine Learning technique that is
concerned with learning in expressive logical or relational
representations. We follow De Raedt (2008) and formalize
an ILP problem as follows:

Definition 4.5 (An ILP Problem, De Raedt, 2008, p.

71). An ILP problem consists of:
�
 A language of examples Le, whose elements are descrip-
tions of examples, observations or data.

�
 A language of hypotheses Lh, whose elements describe

hypotheses about (or regularities within) the examples,
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observations or data.

�
 A covers relation cDLh � Le to determine whether a

hypothesis covers an example.
3We use juxtaposition to denote substitution.
Most notably this can be applied to problems of classifica-
tion, in which the examples are divided into labeled classes and
the task is to discover generally applicable rules in the
language of hypotheses that cover as many examples as
possible belonging to one class and as few as possible
belonging to any other class. Regression is another form of
this, in which the classes are not predefined, but all examples
are labeled numerically. The problem is then to find generally
applicable rules that group the examples together such that the
average internal deviation of each group is minimal. How a
rule divides the example set is defined by coverage. By viewing
hypotheses as a general set of clauses that entail the examples
they cover we represent trust alignment as a problem of
‘‘learning from entailment’’ and use the corresponding cover-
age relation:

Definition 4.6 (Coverage for entailment, De Raedt, 2008, p.

72). For a hypothesis H 2 LH and an example e 2 Le,
cðH; eÞ if and only if HFe.

In other words, a hypothesis covers an example if and
only if it entails it.

To properly consider our problem as an ILP problem we
need to define an example language Le and a hypothesis
language Lh, such that the coverage operator works. We
use the set E of SRAs as Le and we see each SRA as an
example. For our hypothesis language we use Horn logic
with the non-logical parameters from LTrust and LDomain. A
hypothesis H is a conjunction of Horn clauses in this
language. The task at hand is to find a hypothesis H, which
covers all of our examples or, more formally, the hypoth-
esis H, such that for all SRAs E 2 E we have H e.

However, E is not the only information the agent has
available to find H: it can also use background knowledge.
We will return to our definition of LDomain: a language in
which to represent facts about the world. However, these
predicates are not all independent from each other. As
mentioned earlier, there may be knowledge about the
environment which is available to all agents in the system,
or can be disseminated in prior rounds of communication.
We will consider this type of information background
knowledge BD LDomain.

This background knowledge could, for example, contain
taxonomy information, such as that all cars are motor vehicles.
If we find a hypothesis which covers all examples about motor
vehicles, then with the background knowledge, this hypothesis
covers all examples about cars. The definition of coverage
using background knowledge is as follows:

Definition 4.7 (Coverage for entailment with background

information, De Raedt, 2008, p. 92). Given background
information B, hypothesis H covers an example e if and
only if H [ BFe. In other words, if e is entailed by the
conjunction of the hypothesis and the background infor-
mation, we say the hypothesis covers it.

This definition of coverage allows us to define when a
hypothesis is more general than another.

Definition 4.8 (Generality, De Raedt, 2008, p. 48). Let H1

and H2 be hypotheses. We say H1 is more general than H2,
notated H1kH2, iff all the examples covered by H2 are also
covered by H1, that is fe 9 cðH1; eÞg+fe 9 cðH2; eÞg. Con-
versely, we say that H2 is more specific than H1 in this
situation.

Because we limit our language of hypotheses to con-
junctions of Horn clauses, we can simplify the definition of
generality and use instead:

Definition 4.9 (Generality of Horn clauses). If the hypoth-
eses H1 and H2 are Horn clauses, we can view these as sets
of literals. We say H1kH2 iff H1DH2. This is equivalent
to the above definition.

Our task is to find the most specific hypothesis Hn which
entails all examples in E given the background knowledge.
This hypothesis should therefore satisfy the criteria: Hn 2 LH

such thatHn E and for allH0 2 LH , ifH0 E thenH0 Hn.
In other words: Hn covers all examples in E and if any other
hypothesis covers E, then it is more general than Hn.
Another way of defining this is by saying Hn is the least

general generalization of E. Defined in this way we can
start looking for this Hn, by considering different general-
ization operators. As our examples are ground definite
Horn clauses, we must use a generalization operator which
can deal with this expressivity. y-subsumption (Plotkin,
1970) is the most important framework for this and
virtually all ILP algorithms use it. The hypothesis Hn we
are searching for, is a formula such that for all e 2 E there
is an H 2 Hn such that H ‘B;y e, with ‘B;y the consequence
relation given by y-subsumption using background knowl-
edge. This hypothesis is found by iteratively finding the
least general generalization of two clauses, starting from
the SRAs themselves. The least general generalization of
clauses, lggðc1; c2Þ, is defined as:

Definition 4.10 (Least general generalization, De Raedt, 2008,

p. 134). lggðc1; c2Þ ¼ flggða1; a2Þ 9 a1 2 c14a2 2 c24lggða1;
a2Þa>g, where lggða1; a2Þ is the least general generalization
of two atoms and > is the most general clause: it is satisfied
by all models.

The least general generalization of two atoms is defined
as

Definition 4.11 (Least general generalization for atoms, De

Raedt, 2008, p. 120). The least general generalization of
two atoms a1; a2 is a generalization a of a1 and a2 such that
for any other generalization a0 of a1; a2 there is a non-
trivial substitution y (in other words, it does not only
rename variables) such that a0y¼ a.3 A generalization of
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two atoms can be defined more precisely than in Definition
4.8, namely: if the atoms a1 and a2 start with different
predicate symbols, their generalization is >, otherwise it is
an atom a, such that there are substitutions y1; y2 such that
ay1 ¼ a1 and ay2 ¼ a2.

Because y-subsumption makes no distinction between
LTrust and LDomain we need to extend our definition of
interactions as Herbrand models: we must define for
the LTrust part of the message with substitutions. Let
e ¼ a’b;w be a generalization through y-subsumption
of n SRAs ai’bi;ci with i 2 ½1; n� and I DI, then I e if
and only if the following condition holds: Whenever
�

4

5

there is a substitution yB, such that: ObserveBðIÞ BbyB
�
 there is a substitution y, such that IFwy

then there is a substitution yA, such that: ObserveAðIÞ

FAayA. This is a straightforward extension of Definition 4.4.
Our definition of lggðc1; c2Þ does not take background

information into account. We therefore need to define
lggBðc1; c2Þ which results in the least general generalization
relative to background information B. For this we use the
bottom clause ? ðcÞ of a clause c.

Definition 4.12 (Bottom clause, De Raedt, 2008, p. 139–

141). For a ground Horn clause c and background
information B, the bottom clause ? ðcÞ is defined as the
most specific ground clause, such that B [ f? ðcÞgFc, in
other words there is no clause c0* ? ðcÞ such that
B [ fc0gFc. This is also called the saturated clause, because
we can see this as the process of adding ground literals to c

until it is saturated: there are no more literals we can add
without invalidating the premise B [ f? ðcÞgFc.

Example 10. The background information, presumed to
be known by all agents in the system, is the set of sentences
{rating(‘ConferenceA’, ‘TierA’4), rating(‘ConferenceB’,
‘TierA’), subtopic(‘TopicX’, ‘TopicY’5)}. This allows us to
construct the bottom clause of the SRA E1:

? ðE1Þ ¼ trustð‘Dave’; 4Þ’trustð‘Dave’; 3Þ;

authorð‘ArticleOne’; ‘Dave’Þ;
publicationð‘ArticleOne’; ‘ConferenceA’Þ;
authorð‘ArticleTwo’; ‘Dave’Þ;
topicð‘ArticleTwo’; ‘TopicX ’Þ;
ratingð‘ConferenceA’; ‘TierA’Þ;
subtopicð‘TopicX ’; ‘TopicY ’Þ

Using the bottom clause we define lggBðc1; c2Þ ¼
lggð? ðc1Þ;? ðc2ÞÞ. All of these operations have workable
algorithms to achieve them, described in De Raedt (2008)
and Nienhuys-Cheng and de Wolf (1997).

To summarize: starting from a set of SRAs, commu-
nicated through the channel, each agent can compute a
According to, for instance, the CORE ranking system for conferences.

With the topics from the ACM taxonomy.
generalization Hn, which covers all the SRAs. lggBðEÞ
computes the bottom clauses of all the SRAs and then
keeps computing pairwise least general generalizations
until there are none left. The resulting conjunction of
clauses is our hypothesis Hn. This process is the induction
process of step (4) in Fig. 1. Its result, the clauses in Hn are
General Rules for Alignment (GRAs) and a Trust Align-
ment is a set of GRAs, depicted in item (5) of Fig. 1.

Example 11. After more communication, Alice constructs
a second SRA:

E2 ¼ trustð‘Greg’; 4Þ’trustð‘Greg’; 3Þ;

authorð‘ArticleThree’; ‘Greg’Þ;
publicationð‘ArticleThree’; ‘ConferenceB’Þ

She can construct ? ðE2Þ and as such can calculate the
lggBðE1; E2Þ:

lggð? ðE1Þ;? ðE2ÞÞ ¼ trustðX ; 4Þ’trustðX ; 3Þ;

authorðA;X Þ; publicationðA;BÞ;
ratingðB; ‘TierA’Þ

This is a GRA. It says that for any agent X which Bob
evaluates with value 3, based on an article published at a
venue rated TierA, Alice should interpret that as an
evaluation of agent X with value 4.

As we see in this example, GRAs are predictive rules
that allow an agent to translate a trust evaluation, even if it
does not share the interactions it is based on. The trust
model can then use this information in the way it would
normally integrate witness information to decide whether
or not to interact with the target, as in items (7)–(9) of
Fig. 1.

Example 12. Using the GRA in Example 11, Alice can
translate a new message from Bob, which states:

/trustð‘Zack’; 3Þ;

authorð‘NewArticle’; ‘Zack’Þ4
publicationð‘NewArticle’; ‘ConferenceZ’ÞS

Alice has the additional background knowledge rating

ð‘ConferenceZ’; ‘TierA’Þ. With this information she can
translate the message from Bob into her own frame of
reference, obtaining trustð‘Zack’; 4Þ. However, we do not
assume this is her own trust evaluation. Alice’s trust
evaluation now uses this translated message, together with
any other information she can obtain about Zack and
calculates her actual evaluation of Zack. This she can use
to decide whether or not Zack is a trustworthy author for
the introduction of her book.

We end this section with a theorem relating the method
of generalization back to our formation of the channel:

Theorem 1. For a set of agents Agents, aligning agents A

and B and the family of trust channels fC½T �gT2Agents, the

pairwise union of theories X½T � of these channels forms a

complete lattice under y-substitution. Furthermore, if we
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consider the indexed family of partitions XA½T � and XB½T �

for all targets T then the union of these also forms a

complete lattice under y-subsumption.

The proof of this theorem is given in the appendix. This
theorem has some important implications. Firstly, it means
that we do not lose predictive power by considering each
targeted channel separately: the generalization through
y-subsumption of the union of the theories is the same as
the generalization of the union of the generalizations.
Secondly it means there is also no predictive power lost
when each agent learns its own generalization separately.
They could together find the generalization of their
combined predictive models. Note, however that this
would not be very interesting: it would give only those
rules for which both their trust models coincide exactly,
whereas the individual generalizations have more predic-
tive power, giving the translation of the other’s trust
evaluation in a certain situation, described in LDomain.

4.4. Computation

The method described in the previous sections is a
formal framework. To allow for actual computation based
on it, quite some restrictions need to be made. Firstly
there are privacy issues in constructing the channel. These
limit the communications agents send each other. How-
ever, there are also restrictions on the computation itself.
Firstly the computation of the least general generalization
of two clauses is exponential in the number of clauses.
If that were not enough, proving a clause y-subsumes
another clause is also proven to be NP-complete (Garey
and Johnson, 1979). Finally, any generalization operator
that actually computes the lgg of two clauses may run into
the problem that there may be infinite reductions. These
problems are solved by placing large restrictions on the
space in which a computational algorithm searches for a
hypothesis. This is done through a language bias which
limits which types of hypotheses can be considered. We
consider the practical aspects of learning a prediction in
the next section.

5. Learning a prediction: Practice

The framework described in the previous section gives
an abstract description of the solution we are searching
for, however as pointed out at the end, an implementation
has to overcome the various computational limitations
of calculating least general generalizations and the
y-subsumption of formulae. The choice of heuristics
depend largely on what we want to learn, which in our
case is defined by LTrust. In Koster et al. (2010a,b), we
proposed using a clustering algorithm to first cluster the
SRAs based on the own trust evaluation and then use an
ILP learner to learn a generalization, however if LTrust only
admits a single predicate with a numerical value for trust,
then we can use regression instead of clustering.
Regression is a form of supervised learning, in which the
goal is to predict the value of one or more continuous
target variables (Bishop, 2006). Looking at the trust
models in the literature (Jøsang et al., 2007), most of the
current models could be fully expressed in such a manner
and with a suitable definition of LTrust, regression could be
used to learn an alignment. The main advantage of
regression over clustering is that it is supervised, rather
than unsupervised: we know exactly what predicate we
wish to predict and can therefore focus specifically on
fitting the heuristics to this predicate. We recall Example
11, in which we show how y-subsumption leads to a
generalization of two SRAs. It was, however, conveniently
chosen, so that both Alice and Bob gave Dave and Greg
exactly the same evaluation. In practice it is quite unlikely
our examples will line up as neatly as our running example,
and this is a special case of regression: that in which the
alignment has an average error of 0. If the values do not
line up so perfectly then a first-order regression algorithm
can still use y-subsumption to generalize, with as heuristic
to minimize the standard error of the examples covered by
the generalization. Using this type of supervised learning
algorithm keeps the problem tractable, while still allowing
for sufficient expressivity of LTrust and LDomain.

5.1. Experimental setup

We demonstrate how a first-order regression algorithm
can learn an alignment, using the scenario described in
Section 3. To demonstrate regression we use the LTrust and
LDomain from the example.

5.1.1. Interactions

Using the ontology of LDomain we can automatically
generate articles written by authors in the system. The
background information about conferences, journals and
authors is assumed to be known by all evaluating agents in
the system. By generating the interactions from the LDomain

ontology we are simplifying the problem discussed in
Section 3. In the theory we work under the assumption
that there is a correlation between the properties of
interactions described in LDomain and the subjective obser-
vations of the agents. While there may be other properties
of the interactions which are not covered by LDomain, which
are still observable, these can be described indirectly using
LDomain. For example, the author of an article being a
native English speaker shows a correlation with the correct
usage of English in the article, which can then be observed
by reading the article. Rather than attempt to recreate such
correlations in artificial data, we chose to leave them out
and generate the interactions using predicates in LDomain.
Upon observing these artificial interactions, the agents
compute further properties individually. As is the case with
any simulation, it means that we lack the richness of real
interactions.
We run the experiments with a finite set of randomly

generated articles. We then apply hold-out validation,
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using 60% of these interactions for the alignment process
and 40% to evaluate it (Snee, 1977).
5.1.2. Estimating the difficulty of alignment

We have programmed our agents with trust models in
Prolog. The models we use calculate the trustworthiness of
an author, based on observations of the articles we have
generated, using the ontology as in Fig. 3. An agent
therefore consists of two main parts: an ‘‘observation’’-
module, which observes the articles and processes these
into internal observations and a ‘‘trust’’-module, which
computes the trustworthiness of other agents based on
these observations. The combination of these two modules
leads to an agent’s trust evaluation based on some
interactions, just as we described in Section 1.

If two agents use the same ‘‘observation’’- and ‘‘trust’’-
modules, then we should expect the alignment to be very
simple: the communicated trust evaluations can be used
immediately, however if one of these is different, the
agents’ trust evaluations based on the same interactions
may be different: in this case alignment is necessary and
how hard this alignment task is, depends for a large part
on how different these trust models are.

Theoretically, the simplest case is if there is a function,
which completely independent of the LDomain part of the
SRAs, can translate the other’s communicated trust eva-
luation into the own trust evaluation. In this case, the
alignment is simply to apply this function, which is an easy
task to learn: we do not have to take the information about
the interactions into account.

Similarly, the hardest case is if any value the other agent
communicates, can result in any value for our own trust
evaluation: in this case the pairs of trust evaluations in the
SRAs can be seen as a uniform distribution over all the
trust values. In this case the other’s trust evaluation gives
no real information at all and the only useful part of an
alignment message is the domain information.

While these two cases are theoretical boundaries of the
complexity of the problem, they do give us a way of
measuring how hard we expect it to be to align two trust
models. We can measure the entropy in the distribution
defined by counting how often an own trust evaluation
coincides with any of the other’s trust evaluations. The
nearer this is to 0, the more the problem looks like the
simple case. The nearer this is to the maximum entropy
distribution, the more the problem looks like the hardest
case (this is inspired by Shannon’s, 1948 entropy, in which
the higher the entropy the more information a message
contains). This complexity measure reflects the cases that
Nardin et al. (2009) found when attempting to align
ontologies for different trust models: they found that it is
often not possible to match a single concept from one
ontology to a single concept from another ontology. We
feel the problem goes deeper: not just is it impossible to
always match concepts, but it is impossible to match
concept–value pairs, which we call trust evaluations. The
complexity measure gives an estimate of how hard the
problem of finding a matching is expected to be.
In our case we have a finite number of discrete trust

evaluations (the integers between �5 and 5) and can
therefore calculate the complexity of the problem using
the following measure.

Definition 5.1 (Problem complexity measure). Given a set E
of n SRAs, we construct a grid G, with on the x-axis the
possible values of the own trust evaluations and on the
y-axis the possible values of the other’s trust evaluations.
At each coordinate in the grid, we count how often that
specific combination of trust evaluations is encountered
in E. Let Z be a set with all the different possible values
for the trust evaluation, with size z. G will then be a grid of
size z� z and we use this to calculate the complexity as
follows:

complexityðEÞ ¼

P
i2Zð
P

j2ZGði;jÞÞ � entropyðGði;nÞÞþ
P

i2Zð
P

j2ZGðj;iÞÞ � entropyðGðn;iÞÞ

2� n�max_entropyðzÞ

where Gði;jÞ is the value of the grid with row index i

and column index j and max_entropyðzÞ is the entropy of
the uniform distribution with z values, also known as
the maximum entropy distribution. entropy is the Shannon
entropy function. Let X ¼ fx1; . . . ;xng be a discrete random
variable with n possible values, then entropyðX Þ ¼

�
Pn

i ¼ 1 probðxiÞlogðprobðxiÞÞ and for any xi2X : probðxiÞ ¼

xi=
Pn

j ¼ 1 xj.

This measure gives a value between 0 and 1, with 0 the
simplest case and 1 the hardest. One of the aims of our
experimentation is to show that this measure can be used
to estimate how hard a problem of alignment will be. We
hypothesize that a complex problem requires more SRAs
to learn an alignment.

5.1.3. The regression algorithm

Our choice for a first-order regression algorithm fell on
TILDE (Blockeel et al., 2002). It uses a tree learner to choose
which predicates cause the greatest gain in the heuristic.
Insofar as we know, TILDE is the only ILP algorithm able to
perform regression and other regression algorithms are unable
to deal with the expressivity in the first-order language we use
for LDomain. Regression performs better than clustering
(Koster et al., 2010b) as long as we assume trust evaluations
are expressed using a numerical value.
Using our test set of 40% of the interactions we can

calculate the correlation between the outputs of the
alignment from an alignment message and the trust
evaluations as calculated by the own trust model. The
higher this correlation, the better the alignment. This
measure, however, does not give an indication of how
much this alignment improves the utility of communicated
information. For this, we need another measure. We can
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use the Mean Square Error (MSE)6 of the trust alignment,
rather than the correlation. The advantage is that this
value can give an indication of how much of an improve-
ment the alignment is, by comparing it with the MSE of
two ‘‘null’’ methods of alignment:
MSE null
other
6Given a set o

interactions Ia,

ðestimateða; iÞ�tru

trust evaluation o

alignment, and tru
: do no alignment and simply use the other’s
communicated trust evaluation.
MSE null
avg
: always take the mean of the own trust
evaluations.
5.2. Experiment A—different trust models

The goal of this experiment is to show that the less
similar our trust models, the more interactions are required
for alignment. This seems like a straightforward experi-
ment, but in addition to validating the complexity measure
we use, it gives practical knowledge on how many inter-
actions are required to learn an alignment. Additionally, it
confirms the hypothesis that a useful alignment between
two different trust models can be learned using
y-subsumption, giving a practical validation of the frame-
work in Section 3.

We therefore design a number of different trust models,
calculate complexity of the alignment problem between
them and learn an alignment using 10, 25, 50, 100, 200, 500
and 1000 shared interactions. The trust models we use
calculate the trustworthiness of an author, based on the
observation of a single article. We deal with single inter-
actions, because in the process of aggregation a lot of the
information we need to learn the alignment is lost. We
consider the reduced problem in which agents commu-
nicate about individual interactions and their evaluations
of a target based upon this single interaction. After
translating such communicated trust evaluations, it can
aggregate these using its own aggregation method, thus
circumventing the problem of learning aggregated values.
Models A and B are designed as using different ideas on
how to derive trust from an article, while model C is
designed as an intermediate model between A and B.
Model D is designed to be an example of the ‘‘simplest
case’’ when aligning with model A. We have done this by
changing the ‘‘observation’’ and ‘‘trust’’ modules of the
agents, which together compute what trust evaluations are
supported by the observation of an interaction.

The observation module is a Prolog program, which has
as input a description of an interaction in LDomain and the
background knowledge about the environment. It gener-
ates as output the ‘‘observation’’ predicates an agent
assigns to an article, such as relevance and originality.
As mentioned at the start of Section 5.1.1, these properties
f authors A and for each, the set of articles they wrote,

the MSE is calculated as: MSE ¼
P

a2A

P
i2Ia

stða; iÞÞ2=
P

a2A9Ia9, where estimateða; iÞ is the estimated

f the target author a, based on interaction i, using the

stða; iÞ is the agent’s true trust evaluation of a, based on i.
are computed by the agent itself, based on the assumption
that there is some correlation between the facts concerning
the article and such subjective evaluations. The observa-
tion module for model A calculates the originality of an
article as being the mean of the prestige of the institutes
where the authors work. The observation module for
model B instead takes the maximum.
The trust module then takes these ‘‘observations’’ and

calculates the final trust predicate of an agent. We have
formalized these as ‘‘if-then-else’’ rules in Prolog:

trust(þTarget, þArticle, 5) :-
authors(Article, Authors),
member(Target, Authors),
significance(Article, Sig), Sig 40:7,
originality(Article, Ori), Ori 40:7,
readability(Article, Read), Read 40:7, !.

This is the first rule for model A. It says that if the target
agent is an author of the article and the observations of
significance, originality and readability are all greater than
0.7 then the trust evaluation has value 5. Both models are
comprised of such rules, but the order of which observa-
tions are evaluated first and the specific values are
different.
Model C uses A’s observation and B’s trust module,

while model D uses the same observation and trust
modules as agent A, but we replaced the values of the
trust evaluations in the trust module, thus in any situation
model A has evaluation trust(agent, 5), for instance, model
D has trust(agent, �1).
Each experiment is run 50 times to get a statistically

significant estimate of how good the alignment is and the
results can be found in Table 1. Each value is the statistical
mean over the 50 experiments with the corresponding
settings and we also give the standard error for each set
of 50 experiments.
5.3. Results

5.3.1. Number of interactions

The first thing to note is that even at 10 interactions,
which is often too few to give a good alignment of even
simple trust models (A and C), using the alignment still
performs significantly better than either of the baseline
methods. There is a risk involved, though, because due to
the very low number of samples, there are a couple of
experiments which gave a higher error than using either of
the baselines. In these cases the regression algorithm
learned to overfit on a bad set of SRAs, leading to a high
error on the test set. This happened at 10 interactions for
alignments between all models, even the simplest case, and
at 25 for the hardest setting we tested (models A and B).
On the positive side, these negative outliers can be
detected: the correlation between the learned values and
the actual values in the training set is a good indicator of
whether the alignment is good or not. Simply by



Table 1

Results with different trust models.

Trust models Num. inters Complexity Corr. training Corr. control MSE control MSE null other MSE null avg

A–B 10 0.1370.06 0.8370.25 0.7370.29 1.3871.36 2.9670.61 2.3770.9

A–B 25 0.1570.04 0.8870.16 0.5770.27 1.5770.83 3.2370.4 2.7670.85

A–B 50 0.1670.03 0.8270.17 0.6070.27 1.8270.97 3.2170.38 2.8970.72

A–B 100 0.1770.03 0.8770.09 0.7270.18 1.3470.76 3.1870.3 2.8770.64

A–B 200 0.1770.03 0.8870.11 0.7970.17 0.9670.74 3.1270.22 2.6870.46

A–B 500 0.1770.02 0.9870.01 0.9670.02 0.2470.11 3.1370.2 2.8470.46

A–B 1000 0.1770.02 0.9870.01 0.9670.01 0.1970.07 3.1070.17 2.7570.47

A–C 10 0.0470.04 0.8570.25 0.7670.44 0.8171.08 1.2970.73 2.3770.9

A–C 25 0.0570.03 0.9870.02 0.9770.03 0.2770.31 1.3270.6 2.7670.85

A–C 50 0.0670.03 0.9870.02 0.9670.03 0.3270.27 1.3470.4 2.8970.72

A–C 100 0.0770.03 0.9870.01 0.9670.03 0.2670.2 1.3270.41 2.8770.64

A–C 200 0.0670.02 0.9870.01 0.9770.01 0.1870.1 1.2370.28 2.6870.46

A–C 500 0.0770.02 0.9870.01 0.9670.02 0.2370.12 1.2970.28 2.8470.46

A–C 1000 0.0770.02 0.9870.01 0.9770.01 0.1970.11 1.2770.27 2.7570.47

A–D 10 070 0.9170.21 0.8770.34 0.6771 3.0070.64 2.3770.9

A–D 25 070 0.9970.02 0.9970.02 0.0670.14 3.0770.31 2.7670.85

A–D 50 070 170 0.9970.02 0.0970.13 3.0170.34 2.8970.72

A–D 100 070 170 0.9970.01 0.0470.07 2.9970.29 2.8770.64

A–D 200 070 170 170 0.0170.02 3.0370.22 2.6870.46

A–D 500 070 170 170 070 2.9970.21 2.8470.46

A–D 1000 070 170 170 070 3.0070.21 2.7570.47
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disregarding all results with a correlation on the training
set of less than 0.8 we throw out all negative outliers. This
is similar to the result we found in Koster et al. (2010a). An
agent can calculate this correlation after the alignment
process, and if it finds such a low value it can conclude the
alignment failed. However, even with such outliers, on
average the alignment performs far better than either
baseline method for all trust models and all numbers of
interactions, as Table 1 indicates.

Ten interactions is also too few to accurately calculate
the complexity. In fact, at low numbers of interactions, the
estimate of the complexity is lower than the actual
complexity. However, if we revisit the complexity measure,
given in Definition 5.1, we see that this is expected. Let us
consider, for instance, the case where we only have a single
SRA. In this case the entropy will be 0 regardless of the
trust values and therefore the complexity will also be 0. If
we have two SRAs, then, given completely random trust
evaluations, there is a 20/121 probability that the two
SRAs are different, but either in the same row, or the same
column, resulting in a complexity of 0.07 and a probability
of 81

121
that the complexity is 0. However, the more samples

we have, the higher we can expect the complexity to get
until it converges on the true complexity. Luckily, our
method seems to converge fairly quickly and at just 25
interactions it already gives a fairly accurate estimate of
the complexity, which is a lot less interactions than are
required to learn an alignment between most models.

We see that the learning algorithm starts working better
with more than 50 interactions, although to always find the
100% correct alignment of the simplest models we still
require 500 interactions. Note that we are using 40% of
these to test the alignment, so the learning is done with 300
interactions. We also see that at 50 interactions the
algorithm learns a perfect alignment on the training set,
however there are situations which simply have not arisen.
Luckily also in the test set such situations only arise rarely,
so at 50 interactions the alignment is already very func-
tional and gives far better results than using either of the
baseline methods.
Aligning models A and B requires the largest number of

interactions, but with 200 interactions the MSE drops
below 1.

5.3.2. Complexity

Note that our most complex alignment problem still
only has a complexity of 0.1770.02. To properly verify
that complexity is a good measure of how many interac-
tions will be required for alignment, we designed another
two trust models, with a higher complexity for aligning.
Model E has model A’s observation module, but has a
more complicated trust module. It first checks whether the
target for evaluation is the first author, or a different
author and evaluates the first authors with more exagger-
ated values than the other authors (in other words, if the
article is evaluated badly then the first author gets a very
bad evaluation, while other authors have an evaluation
nearer to 0). Model F uses model B’s observation module
and its trust module makes a similar distinction to model
E’s, but rather than distinguishing between the first and
other authors, it distinguishes between articles published in
journals or conferences. We run the same experiment with
these models and the results can be found in Table 2.
We have a complexity of 0.4870.02, however can still



Table 2

Results for more complex trust models.

Trust models Num. inters Complexity Corr. training Corr. control MSE control MSE null other MSE null avg

E–F 10 0.3170.06 0.8670.24 0.5970.38 2.0372.54 4.7871.98 71.22

E–F 25 0.4070.04 0.9370.07 0.5770.31 2.1972.24 4.9571.99 2.6071.56

E–F 50 0.4470.04 0.9270.07 0.6270.23 1.9071.19 5.1271.23 2.7771.14

E–F 100 0.4670.03 0.9370.05 0.7170.17 1.4170.75 5.1971.21 2.7671

E–F 200 0.4770.02 0.9370.06 0.7670.18 1.0370.8 4.7570.73 2.4070.67

E–F 500 0.4870.02 0.9870.01 0.9370.02 0.3670.15 5.0170.72 2.6370.69

E–F 1000 0.4870.02 0.9870.01 0.9570.02 0.2770.13 4.9970.7 2.4870.67
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learn the alignment quite well (with an MSE under 1) in
500 interactions. It does not quite achieve the results of the
alignment between A and B, but it is very near. This is
remarkable, given the other results and will require future
testing. A possible explanation is that there is a complexity
‘‘threshold’’ in the scenario we have designed: above a
certain level of complexity, the learning algorithm must
take all information in LDomain into account. In this case it
is to be expected that the number of interactions required
to learn the alignment will not vary. Above this threshold
we need a fairly large sample of interactions covering all
situations, regardless of the complexity of the problem. To
test this properly, experimentation is required in a different
scenario with a different LDomain, which is outside the scope
of this work.

5.4. Experiment B—noise

Trust evaluations are estimates of how trustworthy
agents are. Agents may be inconsistent in their evaluations,
they can make mistakes or even intentionally lie in some
situations. This experiment is designed to see how robust
the learning method is to such noisy situations. There are a
couple of ways of introducing noise to the system; we can
substitute the value in the evaluation for a random value,
or we can just add or subtract 1 to the value of a trust
evaluation, which would be more in line with the assump-
tion that an agent may be wrong, but he will not be
very wrong.

We can add either of these types of noise in either the
own trust evaluations or the other’s communicated trust
evaluation, thus simulating either the own or the other
agent’s ‘‘mistakes’’. If we add noise in the other’s trust
evaluations we are simulating the situation that the other’s
communications are unreliable: the agent is lying, the
communication channel is unreliable or any other reason
for receiving noisy information. If we add the noise to the
own trust evaluation we are simulating something differ-
ent: in this case we are simulating that the own trust model
is wrong. This could occur if the observations of the
interactions contain noise. In this case the trust evaluations
could be based on incorrect information about the inter-
actions. Rather than add the noise at the observation level,
we approximate this effect by adding the noise to the trust
evaluations.
While at first sight it does not seem to make any difference
where the noise is added, the asymmetry of the SRAs means
it may very well have different effects. If random noise is
added to the own trust evaluation, the noise is added in the
target variable of the learning algorithm, while if the noise is
added to the other’s trust evaluation the noise is added in the
body of the rules and the learning algorithm may be able to
use the background information to be more robust against
noise in the body. For the more moderate noise of adding or
subtracting 1 in the trust evaluations, we expect this situation
is reversed. Because the regression algorithm has as target
predicate the own trust value, it treats this as a numerical
value and adding or subtracting 1 will have quite a small
affect. However, we expect there to be no difference between
adding the moderate noise or the fully random noise to the
other’s trust evaluation, because in the body of the rules the
value is simply seen as a predicate, where 1 is different from 2
and equally different from 5.
We add noise in the experiment with trust models A and

B and with 100, 500 and 1000 interactions for different
percentages of noise. The results of these experiments are
in Table 3.

5.5. Results

It is quite clear that our first assertion regarding the
difference between adding random noise to the own trust
evaluation or the other’s trust evaluation is true. Even
adding 1% already degrades the result slightly from the
situation with no noise and this gets steadily worse as we
add more noise. At 25% noise the alignment works about
as well as using the average of the own trust values, which
is to be expected: there is so much noise that it is
impossible to discern between the ‘‘real’’ trust evaluations
and the noisy ones.
When we add noise to the other’s trust evaluations the

results are far better than we had expected. While we
expected the regression algorithm to be quite robust to
noise in the body, simply by using different predicates in its
learned rules, we did not expect that it could function up to
25% noise. Further investigation into the GRAs actually
learned indicates that our choice of LDomain plays a role
here as well. Compared to the situation with no noise, we
see that while there are more, and longer, GRAs, it has
completely replaced the predicates from LTrust with



Table 3

Results with noise.

No noise Num. inters Corr. training Corr. control MSE control

100 0.8770.09 0.7270.18 1.3470.76

500 0.9870.01 0.9670.02 0.2470.11

1000 0.9870.01 0.9670.01 0.1970.07

Random noise Smart noise

Noise Num. inters Corr. training Corr. control MSE control Corr. training Corr. control MSE control

own trust 1% 100 0.8270.11 0.6470.18 1.6670.77 0.9770.02 0.9270.05 0.4370.27

500 0.9570.02 0.9270.03 0.4570.17 0.9870.01 0.9670.02 0.2470.11

1000 0.9470.01 0.9370.02 0.4170.08 0.9870.01 0.9670.01 0.2170.07

5% 100 0.7470.12 0.5470.18 2.5570.94 0.9770.02 0.9170.05 0.5470.31

500 0.8670.04 0.8070.04 1.2770.29 0.9770.01 0.9570.01 0.2970.09

1000 0.8470.04 0.8070.04 1.2470.23 0.9770.01 0.9570.01 0.3070.08

10% 100 0.7070.12 0.4570.15 3.6070.95 0.9670.02 0.9170.05 0.5470.31

500 0.7770.05 0.6770.07 2.3370.48 0.9670.01 0.9470.01 0.3270.09

1000 0.7370.05 0.6970.05 2.0770.24 0.9670.01 0.9570.01 0.3070.08

25% 100 0.5270.14 0.1970.13 5.6771.07 0.9470.02 0.8770.07 0.7570.28

500 0.5770.06 0.4470.07 4.6270.53 0.9470.01 0.9170.02 0.5470.13

1000 0.5470.06 0.4570.05 4.4470.43 0.9470.01 0.9270.01 0.4770.07

Other trust 1% 100 0.8470.1 0.6770.14 1.7270.64 0.8570.11 0.6970.17 1.4570.69

500 0.9870.01 0.9670.01 0.2370.09 0.9870.02 0.9670.02 0.2470.11

1000 0.9870.01 0.9670.01 0.2070.07 0.9870.01 0.9670.01 0.2170.07

5% 100 0.8270.11 0.6370.21 1.6570.63 0.8670.1 0.6970.17 1.5570.88

500 0.9870.01 0.9670.02 0.2470.11 0.9870.01 0.9670.01 0.2670.1

1000 0.9870.01 0.9670.01 0.1970.06 0.9870.01 0.9670.01 0.2070.07

10% 100 0.8170.13 0.6470.19 1.5470.75 0.8570.1 0.6670.18 1.5570.73

500 0.9870.01 0.9670.02 0.2570.11 0.9870.01 0.9670.01 0.2370.11

1000 0.9870.01 0.9670.01 0.270.07 0.9870.01 0.9670.01 0.1970.07

25% 100 0.8670.09 0.7070.14 1.6470.72 0.8670.09 0.6570.17 1.7970.86

500 0.9870.01 0.9570.02 0.2670.12 0.9870.01 0.9870.01 0.2570.1

1000 0.9870.01 0.9670.01 0.2270.07 0.9870.01 0.9670.01 0.2270.07
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predicates from LDomain with hardly any negative effect to
the learned alignment. If LDomain is less rich, or if there is
also noise in the LDomain part of the message, the robust-
ness may deteriorate.

5.6. Discussion

Experiment A demonstrates the functioning of the
alignment and evaluates the measure we propose for
estimating the complexity of the problem. We can draw
two conclusions from this experiment:
�
 If the trust models can accurately communicate using a
numerical value for their trust and represent the under-
lying interactions used in LDomain, then the regression
algorithm for alignment works in the sense that, even
with few interactions, there is less error in the commu-
nication than the best we can achieve if we do not align.
While our trust models used discrete values for trust, the
regression algorithm used does not require this, for this
reason any numerical representation of trust could be
used. Furthermore, the different representation methods
for trust can be converted into a numerical value
(Pinyol et al., 2007), although in such cases other
learning methods may perform better.

�
 The complexity measure in Definition 5.1 is a measure

of how many interactions are needed to achieve the
quality of alignment required. The number of interac-
tions required for a given complexity is also dependent
on the environment, namely on the expressivity of
LDomain and the language bias in the learning algorithm.
Normally these are fairly static in an environment and
the system designer could make a lookup table available
to the agents, giving the expected quality of the align-
ment at a certain complexity level using a specific
number of interactions.

A limiting factor to the approach used is that we only
consider the evaluation based on a single interaction at a
time, while the majority of research into trust models
focuses on methods for aggregating the evidence from a
large number of interactions. Work has been done on
learning aggregated values (Uwents and Blockeel, 2008),
however this work is not yet applicable to the more
complicated aggregation methods used in modern trust
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models. To further complicate this issue, the problem would
not be to learn an aggregated value, but rather to learn the
relation between two values from underlying evidence. Firstly
the single values derived from this evidence are different,
because each agent takes different criteria into account and
secondly the aggregation technique used is different. This
presents too many unknown variables to be learned at once.
The method we present can therefore either be seen as a
necessary first step for the solution of this problem, or as an
entire workaround for the problem: by learning an alignment
between the single evaluations, the agent can simply use its
own aggregation method, obviating the need of solving the
more complex problem of finding an alignment between the
aggregation methods.

Experiment B deals with noise in the alignment process.
This noise simulates uncertainty in the trust values and the
experiment shows that the regression algorithm chosen is
robust if the other’s trust evaluations are ‘‘noisy’’. We
expect the robustness of the alignment algorithm is also
linked to the richness of LDomain: the communication
must contain enough domain information to supplement
or even replace the information from LTrust in the learning
process. This experiment constitutes a first investigation
into the robustness of the alignment method to lying
agents and we see that the alignment functions despite
agents communicating incorrect trust evaluations. How-
ever, a more sophisticated liar could beat the system. We
recognize two vulnerabilities, in specific, but there may
very well be more methods to fool the learning algorithm
we use: the first vulnerability is to a fraudulent agent that
pretends to have the same evaluations as the agent it is
aligning with. The second vulnerability is to a fraudulent
agent that sends the correct information when aligning,
but later sends a false trust evaluation as well as false
domain information. Such fraud could be stopped by the
clever design of protocols and the application of methods
for detecting liars as discussed in Section 2. We intend to
integrate such methods with the alignment mechanism in
the future.

5.6.1. Applications

While the experimental setup is limited, it shows that
agents using trust alignment improve the utility of the
communication, under the assumptions required for per-
forming alignment. As stated in the introduction, these
assumptions are:
�
 The agents aligning both observe a single, sufficiently
large, set of interactions, which we call the set of shared
interactions.

�
 Agents are willing and able to communicate their

evaluations based on a single interaction.

�
 There is a domain ontology in which to describe

objective properties of interactions.

�
 If background knowledge about the domain is used in

evaluating trust, this background knowledge is shared
between the agents in the system.
While at first these assumptions seem restrictive, we give a
number of examples of real world applications in which
these assumptions hold.

P2P Routing. One of the problems encountered in P2P
networks is that of routing information. Deciding which
peer can be trusted to transfer the required information
does not have a trivial solution, especially if the network is
used for diverse purposes, such as streaming different types
of media, for which different agents have different require-
ments. Current trust and reputation models offer a
possible solution (Perreau de Pinninck Bas et al., 2010),
but because the system is very dynamic, it is often
impossible to have enough direct information about agents
for calculating an agent’s trustworthiness. Due to the
decentralized nature of P2P protocols, there is no trusted
authority that can store reputation and it is up to agents to
communicate between each other about trust. Many P2P
protocols allow for the tracking of the path along the
various peers, with additional information available, such
as time between hops or the physical location of the peers
(Vu et al., 2010). This information is freely available and
we can consider such a path as the interaction that is
shared between the peers. This does require more informa-
tion to be shared than current P2P protocols do: for agents
earlier in the path to know about agents later in the path,
this information needs to be made public, or at least shared
between all the peers in a path. However, after this, all
agents in the path share the entire interaction and can use
such interactions to align. Trust evaluations may be based
on a number of criteria, such as timeliness in forwarding a
packet, sending the packet in the correct physical direction
and not compromising the packet’s contents. Different
agents may evaluate this differently and thus to commu-
nicate about trust, they need to align. Because of the sheer
amount of packets, it is reasonable to expect that two peers
share enough interactions to perform alignment. More-
over, many P2P protocols provide an RDF-based language
for the description of such interactions.

eCommerce. Trust and reputation mechanisms are often
linked with eCommerce systems, with eBay’s reputation
system (Omidyar, 1995) as the most famous example.
Nevertheless, as we argued in the introduction, commu-
nication is problematic in this domain as well. However,
the assumption of two agents observing the same interac-
tion is probably too strong for this domain. Instead, we
could relax this condition and work with similar interac-
tions. For this, the agents must use some kind of similarity
measure between their interactions. The problem of finding
an adequate similarity measure for semantic data has been
studied extensively for ontology matching and similar
problems of the semantic web (Resnik, 1999; Rodrı́guez
and Egenhofer, 2003). If two interactions are sufficiently
similar it is a trivial extension of our framework to
consider these as the same token. Each agent’s observa-
tions of this single token are then its own observations of
its own interaction and the trust evaluation is based on
these observations. Note, however, that this requires extra
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communication about the interactions before aligning to
establish the set of similar interactions. Furthermore, we
add more uncertainty by using such a similarity measure,
because there may be hidden factors which are very
dissimilar between interactions that the agents think are
similar. Despite this, we consider it likely that the potential
financial gain from choosing interaction partners more
effectively in an eCommerce environment offsets these
disadvantages.

6. Conclusions and future work

The problem we address in this paper is that of
communicating trust evaluations and the contributions of
this paper are twofold. The first is a theoretical contribu-
tion: we present a theoretical description of the process of
trust alignment using the mathematical model of informa-
tion flow and present a framework for a solution using
y-subsumption. By abstracting away from the actual
calculation the model allows for alignment between trust
evaluations from many different computational trust and
reputation models.

The second contribution is of a practical nature: we
show empirically that a first-order regression algorithm
can be used as a practical implementation of our theoret-
ical framework and is able to learn an alignment between
various models for evaluating agents, given an adequate
domain ontology. The second experiment demonstrates the
robustness of the alignment method, when faced with a
noisy environment: by using information from the domain
ontology (LDomain) the algorithm is able to maintain the
same quality of alignment in most situations. Only if the
own trust evaluations are replaced with random noise does
the alignment degrade. This behavior is expected with the
used algorithm, which relies heavily on the own trust
evaluations being accurate.

Our future work will focus on experimenting more with
liars, by implementing a more realistic model of lying
agents, such as incorporating strategic lying, rather than
using random noise as our model for lying agents.
Additionally, we will work on alignment methods that
could work with agents that choose not to disclose their
justifications for trust, due to privacy reasons. Similarly
they could lie about their justification. This is a general
problem of the domain of trust and our work ties in well
with attempts to incentivize truthful behavior (Witkowski,
2010). Rewarding honest, or sanctioning dishonest com-
munication would seem to aid in the alignment process.

Future work should also include extending the experi-
mentation scenario. So far we have only taken one
scenario into account, yet the functioning of the algorithm
could depend both on the type of trust model and the
scenario. The theoretical framework is independent of such
issues, but future empirical research will need to verify that
the alignment can also be learned in different domains and
using different trust models. Specifically it is interesting to
see how the alignment method performs in the practical
scenarios proposed in Section 5.6.1. While we feel such
domains are well suited to take advantage of an alignment
method in order to improve the accuracy of trust evalua-
tions, this needs to be validated experimentally.
Throughout this article we have assumed agents’ trust

models are unchanging. Given a single set of interactions
an agent will always compute the same trust evaluation. If
the trust model, however, is dependent on the agent’s
beliefs and goals, then it can no longer be considered
unchanging with regards to just the interactions. The
tokens for a classification representing such a trust model
must include something more than just the set of interac-
tions (or observations thereof). This extension of the
classifications and trust channel in order to deal with
dynamic trust models can be done in the scope of Channel
Theory: we consider it future work to do this by extending
the particular instantiation of the theory that we presented
in this article.
Another interesting topic for future work is to discover

when alignments need to be updated. We have so far
considered alignment as final, but in reality agents may
change their behavior and thus also their criteria for
evaluating other agents. Such a change would invalidate
any alignment made and as such it is important to discover
such situations and possible ways of updating the align-
ment, preferably without needing to start learning an
alignment from scratch again.
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Appendix A. Proof of Theorem 1
Proof. Let T and T 0 be target agents and X and Y be the sets
of SRAs generated from X½T � respectively X½T 0�. We need to
show lgg is distributive over the unification of these theories,
in other words, lggðX [ Y Þ � lggðlggðX Þ; lggðY ÞÞ. According
to Definition 4.3 the theories can also be considered as sets of
definite clauses. We distinguish two cases:
1.
 All the clauses in X have the same predicate in the head
and similar for Y. In this case the lgg(X) and lgg(Y) are
themselves definite clauses. The right hand side can
therefore also be seen as the lgg of the set formed by
union of the two singleton sets lgg(X) and lgg(Y). We
see lgg(X) is the top element in a lattice through a



A. Koster et al. / Int. J. Human-Computer Studies 70 (2012) 450–473472
partial ordering under y-subsumption of pairwise gen-
eralization of xi; xj 2 X . Similar for lgg(Y). We need to
show that lggðlggðX Þ; lggðY ÞÞ is equivalent to the top
element of a lattice through a partial ordering of X [ Y .
This is simple to see: because X DX [ Y , lgg(X) is an
element of the lattice for X [ Y . Similar for Y. There is
therefore an element Z in the lattice, such that
Z¼ lggðlggðX Þ; lggðY ÞÞ. This means that Z%lggðX [ Y Þ.
However, because Z y-subsumes all elements in X and Y, it
also y-subsumes all elements in X [ Y and thus
ZklggðX [ Y Þ. Therefore Z¼ lggðX [ Y Þ.
2.
 The clauses in X or Y have different predicates in the
head. We show this case for X, but the proof for Y is
analog. In this case the lgg(X) would not be a Horn
clause, which falls outside the scope of the framework:
lgg(X) instead returns >. Thus the lgg(X) is already the
top element in the lattice, because there is no clause
more general than >. Furthermore, if lggðX Þ ¼ > then
lggðX [ Y Þ ¼ > and therefore lggðX [ Y Þ � lggðlggðX Þ;
lggðY ÞÞ.

Because we have made no assumptions about X½T � or X½T 0�,
we can see that this applies to any combination of theories in
the family X and we have a complete lattice. &

The proof of the second part of the theorem, referring to
the partition XA and XB is analog.

This proof also shows that if LTrust contains more than
one predicate, it is interesting to first partition the SRAs by
predicate in the head and learn these generalizations
separately: while the final generalization will still be >,
along the way useful predictive models will be found. &
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